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What is the minimum bandwidth required between the primary and the secondary nodes of a HA
cluster?
Response:

A. 1 Mbps
B. 100 Mbps
C. 1 Gbps

D. 10 Gbps

Answer: C

Upon initial configuration, a company asks their deployment professional to move backups to an
external device. They are concerned about the percentage of storage space that is used up on the
volume, because QRadar no longer runs scheduled backups on this volume.

What percentage of the volume do they suspect is used?

Response:

A.75%
B. 85%
C.90%
D. 95%

Answer: A

A company is developing a QRadar app. They are already running apps on an App Host. Which of these
proposed scenarios do you suggest?
Response:

A. Run the new app on the console

B. Run the new app on the existing App Host

C. Add another App Host as a sandbox for the new application

D. Move running apps back to the Console and run the new app on the App Host
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Answer: B

Which app pulls feeds by using the open standard STIX and TAXII formats?
Response:

A. QRadar Use Case Manager

B. QRadar Threat Intelligence

C. QRadar User Behavior Analytics
D. QRadar Network Threat Analytics

Answer: B

Retention buckets are sequenced in order. If a record matches all the filter criteria of multiple buckets,
where is the record stored?
Response:

A. Bucket in the topmost row

B. Bucket in the bottommost row

C. Bucket with the oldest modification date
D. Bucket with the newest modification date

Answer: A

What is the Export Licenses function used for?
Response:

A. Moving licenses to another system.

B. Adding additional hosts to deployment.

C. Changing license allocation in a .xml file.

D. Viewing detailed information about license keys.

Answer: D
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What is the minimum disk size for a QRadar virtual appliance installation?
Response:

A.128 GB
B. 256 GB
C.512GB
D. 1024 GB

Answer: B

Under ATT&CK Actions, which option can be used to show an overview of the tactics covered in QRadar
Use Case Manager?
Response:

A. Heat map calculations

B. Detected in timeframe

C. ATT&CK analyze and report
D. Coverage summary and trend

Answer: D

As a deployment professional, which product do you recommend to reconstruct the raw network data
that is related to a security breach?
Response:

A. QRadar Flow Collector

B. QRadar Flow Processor

C. QRadar Network Insights
D. QRadar Incident Forensics

Answer: D

A large multinational corporation is expanding its QRadar deployment to new countries. They decided to
implement a geographically distributed deployment. What may be a benefit of having a processor on
site, according to the scenario?
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Response:

A. Reducing the analyst investigation time, by reducing latency.

B. Compliance with local data laws by storing data in the place of origin.

C. Avoiding latency with searches, especially during multiple concurrent searches.

D. Improving search speeds due to high-speed network connectivity between the QRadar Console and
remote processors.

Answer: B
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