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Question: 1 
     
Which quarantine settings are able to be managed within the Administrator Quarantine for 
Email Security.cloud? 
 
A. Domain Block Lists 
B. End User Block Lists 
C. Data Protection Policies 
D. Anti-Spam Scanning Settings 
 

Answer: D      
 
Reference:  
https://help.symantec.com/cs/SMG_10_6_6/SMG/v5747403_v125807409/Quarantine-
Settings? locale=EN_US 

 
 

Question: 2 
   
What is the standard Time to Live (TTL) for an MX Record? 
 
A. 12-24 hours 
B. 8 hours 
C. 24-48 hours 
D. 72 hours 
 

Answer: A      
 
Reference:  
https://help.dyn.com/ttl/ 

 
 

Question: 3 
   
Which type of assessment is unavailable within Phishing Readiness? 
 
A. Whaling Attack 
B. Open / Click 
C. Attachment 
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D. Data Exposure 
 

Answer: A      
 
Reference:  
https://knowledge.broadcom.com/external/article/150736/symantec-phishing-readiness-
faq.html 

 
 

Question: 4 
   
Where does Email Security.cloud reside when it is deployed? 
 
A. Office 365 
B. Company Private Cloud 
C. Wide Area Network 
D. Local Area Network 
 

Answer: A      
 
Reference:  
https://www.it-klinika.rs/blog/uporedna-analiza-koliko-je-symantec-dobar-u-zastiti-vaseg-
imejla/ email-security-cloud-en.pdf 

 
 

Question: 5 
   
What is the purpose of checking for Sender Policy Framework (SPF) Records in regards to email 
security? 
 
A. To ensure that the SMTP connection is encrypted 
B. To help validate domain ownership 
C. To help validate recipient email addresses 
D. To ensure that incoming emails are RFC compliant 
 

Answer: D      
 
Reference:  
https://knowledge.broadcom.com/external/article?legacyId=TECH226211 

 
 

Question: 6 

Visit us at https://www.certsgrade.com/pdf/250-445/

https://www.certsgrade.com/pdf/250-445/


 

   
What is the purpose of Email Impersonation Control? 
 
A. To guard against spoofed client’s domains 
B. To guard against “whaling” attacks 
C. To guard against spoofed government domains 
D. To guard against spoofed IP addresses 
 

Answer: B      
 
Reference:  
https://help.symantec.com/cs/EMAIL_WEB.CLOUD/EMAILSECURITYCLOUD/ 
v122075815_v116575109/Email-Impersonation-Control-Settings?locale=EN_US 

 
 

Question: 7 
   
When does Real Time Link Following scan a webpage for malware? 
 
A. After the Web Proxy has intercepted the web request 
B. After an email with a URL link is delivered to the end user 
C. After an email with a URL link is clicked the end user 
D. Before an email with a URL link is delivered to the end user 
 

Answer: C      
 
Reference:  

 
 

Question: 8 
   
Which type of Mail Transfer Agent is required for automated group synchronization? 
 
A. Domino 
B. Exchange 
C. Postix 
D. Google Apps 
 

Answer: B      
 
Reference:  
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Question: 9 
   
What is the Service Level Agreement (SLA) for Email Security.cloud Service Availability? 
 
A. 95% 
B. 99.999% 
C. 100% 
D. 99% 
 

Answer: C      
 
Reference:  
https://www.pugh.co.uk/wp-content/uploads/2017/08/Symantec-Email-Security.cloud_.pdf 

 
 

Question: 10 
   
Why should an administrator configure Symantec Validation & ID Protection (VIP) with 
ClientNet? 
 
A. To enable Data Protection Policies 
B. To enable Policy Based Encryption 
C. To enable Transport Layer Security 
D. To enable Two Factor Authentication 
 

Answer: D      
 
Reference:  
https://help.symantec.com/cs/EMAIL_WEB.CLOUD/CLOUDPORTAL/v97248373_v116856119/ 
Informazioni-sul-controllo-dell?locale=EN_US 
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