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Which Google Cloud service requires you to be responsible for your own security updates?

A. BigQuery

B. Compute Engine
C. Cloud Storage
D. App Engine

Answer: B

What association do Windows instances have with a GCP organization hierarchy?

A. Windows instance accounts are directly tied to your GCP member accounts.

B. Anyone with RDP access can reset passwords and create new users.

C. IAM roles determine who can reset SSH keys on Windows instances.

D. IAM roles determine who can create/reset user accounts, but accounts on the Windows instance
have no association with GCP users.

Answer: D

What are the requirements necessary to SSH to a Compute Engine instance using custom SSH
credentials? (Choose all that apply)

A. Private SSH key

B. Two-factor authentication
C. Username/password

D. Public SSH key in metadata.

Answer: AD

How can you centrally manage your Linux and Windows instance security updates on GCP? (Choose all
that apply)
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A. Use SCCM for Windows.

B. Use Google's central Compute Engine patching tools.
C. Use products such as Ansible and Chef for Linux

D. You cannot centrally manage your instances.

Answer: AC

What should you consider for the default VPC firewall rules in a production environment?

A. You should instead open all ports to the public Internet, and limit access via IAM roles instead.

B. You should not use default VPC firewall rules, instead limit ICMP protocol to your organization.

C. The default firewall rules are fine to use as is.

D. You should not use default VPC firewall rules, instead limit port 22 and 3389 access to only your
organization.

Answer: D

How do you update managed instance group security patches being served by a load balancer?

A. Use the instance group central management dashboard to update instances.

B. SSH into each machine and run updates on each.

C. Use Ansible to manage the OS updates on each instance group machine.

D. Create a new instance template with an updated image, and then use the Rolling Update feature to
cycle in the new template to replace the older one.

Answer: D

How can you connect over SSH to a GCE instance from a local terminal using your Google Cloud SDK
authenticated credentials?

A. Click the SSH button in the web console.
B. gcloud compute ssh [instance_name]

C. ssh [username]

Answer: [instance-ip-address]

D. gsutil ssh [instance-name]

Visit us athttps://www.certsgrade.com/pdf/gcp-cloud-security/


https://www.certsgrade.com/pdf/gcp-cloud-security/

What does a default ACL do for a bucket?

A. Changes the ACL for new objects added.

B. Changes the ACL on existing objects.
C. Sets ACLs back to its default properties.
D. Sets ACLs to public read access.

Answer: B

Answer: A
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